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�;O ?>43>B>2:8 2K?CA:=8:>2 ?> =0?@02;5=8N ?>43>B>2:8 32.04.01 �1I5AB25==>5 

74@02>>E@0=5=85 ?@8<5=ONBAO A;54CNI85 >1@07>20B5;L=K5 B5E=>;>388: 
 

"@048F8>==K5 >1@07>20B5;L=K5 B5E=>;>388 

1.  5?@>4C:B82=K5 (?>OA=8B5;L=>-8;;NAB@0B82=0O ;5:F8O, >1JOA=5=85, @07JOA=5=85, 
CG51=0O 48A:CAA8O, C?@06=5=85, 8;;NAB@0F8O, 45<>=AB@0F8O 8 4@.). 

 

!>2@5<5==K5 >1@07>20B5;L=K5 B5E=>;>388: 
1. �:B82=K5: 
1.1 �@>1;5<=>5 >1CG5=85 (?@>1;5<=0O ;5:F8O, ;5:F8O-287C0;870F8O, ?@>1;5<=>5 

87;>65=85, >?KB, ?@>1;5<=0O 48A:CAA8O, 8AA;54>20B5;LA:89 <5B>4, <>73>2>9 HBC@< 8 4@.); 
2. �=B5@0:B82=K5: 
2.1 �3@>2K5 (28:B>@8=0, 45;>20O 83@0, @>;520O 83@0 8 4@.); 
2.2 �708<>>1CG5=8O (;5:F8O A 70?;0=8@>20==K<8 >H81:0<8, ;5:F8O-?@5AA-:>=D5@5=F8O, 

;5:F8O-480;>3, :59A-<5B>4, @5H5=85 4840:B8G5A:8E 7040G (@5H5=85 7040G A @071>@>< :>=:@5B=KE 

A8BC0F89), <5B>4 ?@>5:B>2, 0=0;87 D8=0=A>2>-E>7O9AB25==>9 45OB5;L=>AB8, <5B>4K 87CG5=8O 

74>@>2LO =0A5;5=8O, 0=0;87 701>;5205<>AB8 =0A5;5=8O, >1CG5=85 2 A>B@C4=8G5AB25, B@5=8=38 8 

4@.); 
3. �=D>@<0F8>==>-:><<C=8:0F8>==K5 (CG0AB85 2 :>=D5@5=F88, 2518=0@5, D>@C<5 8 

4@.). 
 

�4=>9 87 =081>;55 @0A?@>AB@0=5==KE B5E=>;>389, ?@8<5=O5<KE 2 ?@>F5AA5 >1@07>20=8O, 
O2;O5BAO >1CG5=85 2 A8<C;OF8>==>< F5=B@5. 

!8<C;OF8O 2 ?@>D5AA8>=0;L=>< >1@07>20=88 – A>2@5<5==0O B5E=>;>38O >1CG5=8O 8 

>F5=:8 ?@0:B8G5A:8E =02K:>2, C<5=89 8 7=0=89, >A=>20==0O =0 @50;8AB8G=>< <>45;8@>20=88, 
8<8B0F88 A8BC0F89, 4;O G53> 8A?>;L7CNBAO <5E0=8G5A:85, M;5:B@>==K5 8 28@BC0;L=K5 
(:><?LNB5@=K5) <>45;8. ! ?><>ILN A8<C;OF8>==KE <5B>48: >B@010BK20NBAO 8 

:>=B@>;8@CNBAO ?@0:B8G5A:85 =02K:8 8 C<5=8O A?5F80;8AB0 2 >1;0AB8 >1I5AB25==>3> 

74@02>>E@0=5=8O. 
�0 ?@>BO65=88 2A53> ?5@8>40 >1CG5=8O, >1CG0NI85AO 8<5NB 2>7<>6=>ABL >B@01>B0BL 

?@0:B8G5A:85 =02K:8 >F5=:8 A>AB>O=8O 74>@>2LO =0A5;5=8O, >?@545;5=8O D0:B>@>2 @8A:0, 
@07@01>B:8 <5@>?@8OB89 ?> ?@>D8;0:B8:5 701>;520=89, B0:8< >1@07><, ?@>E>4OB B@5=8@>2:C 

?5@54 2KE>4>< =0 8B>3>2CN (3>AC40@AB25==CN 8B>3>2CN) 0BB5AB0F8N. 
�A?>;L7>20=85 40==>9 B5E=>;>388 ?>72>;O5B ?@>25@8BL =0 ?@0:B8:5 (2 A8BC0F88, 

?@81;865==>9 : @50;L=>9) B5>@5B8G5A:85 7=0=8O 8 ?@0:B8G5A:85 C<5=8O, ?>;CG5==K5 2 E>45 

87CG5=8O 48AF8?;8= (<>4C;59) 8 ?@>E>645=8O ?@0:B8:, 8 B0:8< >1@07>< ?>4B25@48BL 

AD>@<8@>20==K5 :><?5B5=F88, @53;0<5=B8@>20==K5 D545@0;L=K<8 3>AC40@AB25==K<8 

>1@07>20B5;L=K<8 AB0=40@B0<8. 



21 

D545@0;L=>5 3>AC40@AB25==>5 1N465B=>5 >1@07>20B5;L=>5 CG@5645=85 2KAH53> 

>1@07>20=8O «�5<5@>2A:89 3>AC40@AB25==K9 <548F8=A:89 C=825@A8B5B» 

�8=8AB5@AB20 74@02>>E@0=5=8O  >AA89A:>9 $545@0F88 

 

 

 

3.8 �J9ABKAO9 < @9FB8<K9E><9 @4F9D<4?O 

�F5=>G=K5 8 <5B>48G5A:85 <0B5@80;K ?@54AB02;5=K 2 CG51=>-<5B>48G5A:8E :><?;5:A0E 

48AF8?;8= (<>4C;59), ?@0:B8:, 8B>3>2>9 (3>AC40@AB25==>9 8B>3>2>9) 0BB5AB0F88, =0E>4OI8EAO 

=5?>A@54AB25==> =0 1075 :064>9 :0D54@K, CG0AB2CNI59 2 @50;870F88 >1@07>20B5;L=>3> 

?@>F5AA0 ?> >1@07>20B5;L=>9 ?@>3@0<<5. 
 

4. &$��"��!�/ � '%�"��/  $������*�� #$"�$�  /  ���%&$�&'$/ 

 

4.1. "@51>20=8O : CA;>28O< @50;870F88 ���� 2:;NG05B 2 A51O: 
– >1I5A8AB5<=K5 B@51>20=8O : @50;870F88 ?@>3@0<<K <038AB@0BC@K; 
– B@51>20=8O : <0B5@80;L=>-B5E=8G5A:><C 8 CG51=>-<5B>48G5A:><C >15A?5G5=8N 

?@>3@0<<K <038AB@0BC@K; 
– B@51>20=8O : :04@>2K< CA;>28O< @50;870F88 ?@>3@0<<K <038AB@0BC@K; 
– B@51>20=8O : D8=0=A>2K< CA;>28O< @50;870F88 ?@>3@0<<K <038AB@0BC@K; 
– B@51>20=8O : ?@8<5=O5<K< <5E0=87<0< >F5=:8 :0G5AB20 >1@07>20B5;L=>9 45OB5;L=>AB8 

8 ?>43>B>2:8 >1CG0NI8EAO ?> ?@>3@0<<5 <038AB@0BC@K. 
 

4.2 �5M9E<EF9@AO9 FD95B64A<O > D94?<;4J<< CDB7D4@@O @47<EFD4FGDO 

4.2.1 �5<��# @0A?>;0305B =0 ?@025 A>1AB25==>AB8 8;8 8=>< 70:>==>< >A=>20=88 

<0B5@80;L=>-B5E=8G5A:8< >15A?5G5=85< >1@07>20B5;L=>9 45OB5;L=>AB8 (?><5I5=8O<8 8 

>1>@C4>20=85<) 4;O @50;870F88 ?@>3@0<<K <038AB@0BC@K ?> �;>:C 1 «�8AF8?;8=K (<>4C;8)» 8 

�;>:C 3 «�B>3>20O (3>AC40@AB25==0O 8B>3>20O) 0BB5AB0F8O» 2 A>>B25BAB288 A CG51=K< ?;0=><. 
4.2.2 �064K9 >1CG0NI89AO 2 B5G5=85 2A53> ?5@8>40 >1CG5=8O >15A?5G5= 

8=48284C0;L=K< =5>3@0=8G5==K< 4>ABC?>< : M;5:B@>==>9 8=D>@<0F8>==>->1@07>20B5;L=>9 

A@545 �5<��# 87 ;N1>9 B>G:8, 2 :>B>@>9 8<55BAO 4>ABC? : 8=D>@<0F8>==>- 

B5;5:><<C=8:0F8>==>9 A5B8 �=B5@=5B» (40;55 – A5BL «�=B5@=5B»), :0: =0 B5@@8B>@88 �5<��#, 
B0: 8 2=5 55. 

-;5:B@>==0O 8=D>@<0F8>==>->1@07>20B5;L=0O A@540 �5<��# >15A?5G8205B: 
- 4>ABC? : CG51=K< ?;0=0<, @01>G8< ?@>3@0<<0< 48AF8?;8= (<>4C;59), ?@>3@0<<0< 

?@0:B8:, M;5:B@>==K< CG51=K< 8740=8O< 8 M;5:B@>==K< >1@07>20B5;L=K< @5AC@A0<, C:070==K< 

2 @01>G8E ?@>3@0<<0E 48AF8?;8= (<>4C;59), ?@>3@0<<0E ?@0:B8:; 
- D>@<8@>20=85 M;5:B@>==>3> ?>@BD>;8> >1CG0NI53>AO, 2 B>< G8A;5 A>E@0=5=85 @01>B 8 

>F5=>: 70 MB8 @01>BK; 
- D8:A0F8N E>40 >1@07>20B5;L=>3> ?@>F5AA0, @57C;LB0B>2 ?@><56CB>G=>9 0BB5AB0F88 8 

@57C;LB0B>2 >A2>5=8O ?@>3@0<<K <038AB@0BC@K; 
- ?@>2545=85 CG51=KE 70=OB89, ?@>F54C@ >F5=:8 @57C;LB0B>2 >1CG5=8O, @50;870F8O 

:>B>@KE ?@54CA<>B@5=0 A ?@8<5=5=85< M;5:B@>==>3> >1CG5=8O, 48AB0=F8>==KE 

>1@07>20B5;L=KE B5E=>;>389; 
- 2708<>459AB285 <564C CG0AB=8:0<8 >1@07>20B5;L=>3> ?@>F5AA0, 2 B>< G8A;5 A8=E@>==>5 

8 (8;8) 0A8=E@>==>5 2708<>459AB28O ?>A@54AB2>< A5B8 "�=B5@=5B". 
$C=:F8>=8@>20=85 M;5:B@>==>9 8=D>@<0F8>==>->1@07>20B5;L=>9 A@54K >15A?5G8205BAO 

A>>B25BAB2CNI8<8 A@54AB20<8 8=D>@<0F8>==>-:><<C=8:0F8>==KE B5E=>;>389 8 

:20;8D8:0F859 @01>B=8:>2, 55 8A?>;L7CNI8E 8 ?>445@6820NI8E. $C=:F8>=8@>20=85 
M;5:B@>==>9 8=D>@<0F8>==>->1@07>20B5;L=>9 A@54K A>>B25BAB2C5B 70:>=>40B5;LAB2C 

 >AA89A:>9 $545@0F88. 
 

4.3 "D95B64A<O > @4F9D<4?PAB-F9IA<K9E>B@G < GK95AB-@9FB8<K9E>B@G B59EC9K9A<N 

CDB7D4@@O @47<EFD4FGDO 
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4.3.1 � �5<��# 8<5NBAO ?><5I5=8O – CG51=K5 0C48B>@88 4;O ?@>2545=8O CG51=KE 

70=OB89, ?@54CA<>B@5==KE ����, >A=0I5==K5 >1>@C4>20=85< 8 B5E=8G5A:8<8 A@54AB20<8 

>1CG5=8O, A>AB02 :>B>@KE >?@545;5= 2 @01>G8E ?@>3@0<<0E 48AF8?;8= (<>4C;59). 
�><5I5=8O 4;O A0<>AB>OB5;L=>9 @01>BK >1CG0NI8EAO >A=0I5=K :><?LNB5@=>9 

B5E=8:>9 A 2>7<>6=>ABLN ?>4:;NG5=8O : A5B8 «�=B5@=5B» 8 >15A?5G5=85< 4>ABC?0 2 

M;5:B@>==CN 8=D>@<0F8>==>->1@07>20B5;L=CN A@54C �5<��#. 
�>?CA:05BAO 70<5=0 >1>@C4>20=8O 53> 28@BC0;L=K<8 0=0;>30<8. 

 

4.3.2 �5<��# >15A?5G5= =5>1E>48<K< :><?;5:B>< ;8F5=78>==>3> 8 A2>1>4=> 

@0A?@>AB@0=O5<>3> ?@>3@0<<=>3> >15A?5G5=8O, 2 B>< G8A;5 >B5G5AB25==>3> ?@>872>4AB20 (A>AB02 

>?@545;5= 2 @01>G8E ?@>3@0<<0E 48AF8?;8= (<>4C;59) 8 ?>4;568B >1=>2;5=8N ?@8 

=5>1E>48<>AB8): 
�?5@0F8>==0O A8AB5<0: 
Microsoft Windows 7 Professional 

Microsoft Office 10 Standard 

Microsoft Windows 8.1 Professional 

Microsoft Office 13 Standard 

Linux ;8F5=78O GNUGPL 

LibreOffice ;8F5=78O GNU LGPLv3 

�@>3@0<<K, >15A?5G820NI85 157>?0A=>ABL: 
�=B828@CA Dr. Web Security Space  

Kaspersky Endpoint Security Russian Edition 4;O 187=5A0 
 07=>5: 
!8AB5<0 48AB0=F8>==>3> >1CG5=8O Moodle 
�>=AC;LB0=B 
!8AB5<0 02B><0B870F88 181;8>B5: «� ��! 64» 
�81;8>B5G=K9 D>=4 C:><?;5:B>20= ?5G0B=K<8 8740=8O<8 87 @0AG5B0 =5 <5=55 0,25 

M:75<?;O@0 :064>3> 87 8740=89, C:070==KE 2 @01>G8E ?@>3@0<<0E 48AF8?;8= (<>4C;59), 
?@>3@0<<0E ?@0:B8:, =0 >4=>3> >1CG0NI53>AO 87 G8A;0 ;8F, >4=>2@5<5==> >A20820NI8E 

A>>B25BAB2CNICN 48AF8?;8=C (<>4C;L), ?@>E>4OI8E A>>B25BAB2CNICN ?@0:B8:C. 
 

4.3.3 -;5:B@>==>-181;8>B5G=K5 A8AB5<K (M;5:B@>==0O 181;8>B5:0) 8 M;5:B@>==0O 

8=D>@<0F8>==>->1@07>20B5;L=0O A@540 >15A?5G820NB >4=>2@5<5==K9 4>ABC? 100% 

>1CG0NI8EAO ?> ?@>3@0<<5 <038AB@0BC@K. 
�1CG0NI85AO >15A?5G5=K 4>ABC?>< (C40;5==K< 4>ABC?><), 2 B>< G8A;5 2 A;CG05 

?@8<5=5=8O M;5:B@>==>3> >1CG5=8O, 48AB0=F8>==KE >1@07>20B5;L=KE B5E=>;>389, : 

A>2@5<5==K< ?@>D5AA8>=0;L=K< 1070< 40==KE 8 8=D>@<0F8>==K< A?@02>G=K< A8AB5<0<: 

- �070 40==KE «-;5:B@>==0O 181;8>B5:0 B5E=8G5A:>3> �#�0»; 

- -;5:B@>==0O 1070 40==KE «�>=AC;LB0=B 2@0G0. -;5:B@>==0O <548F8=A:0O 181;8>B5:0»;  

- �070 40==KE -�! «���,»; 

- �>;;5:F8O «�548F8=0 - 8740B5;LAB2> «�01>@0B>@8O 7=0=89»; 

- �>;;5:F8O «/7K:>7=0=85 8 ;8B5@0BC@>2545=85 – �740B5;LAB2> �;0B>CAB»;  

- «-;5:B@>==0O 181;8>B5G=0O A8AB5<0 «�C:0?»; 

- «-;5:B@>==>-181;8>B5G=0O A8AB5<0 «-�! . ��"»;  

- «-;5:B@>==0O 181;8>B5G=0O A8AB5<0 «�548F8=A:0O 181;8>B5:0
 «MEDLIB.RU»; 

- �=D>@<0F8>==>-A?@02>G=0O A8AB5<0 �����! A 107>9 40==KE № 89781 «�548F8=0 8 
74@02>>E@0=5=85»;  

- !?@02>G=0O �@02>20O !8AB5<0 �>=AC;LB0=B�;NA; 
- -;5:B@>==0O 181;8>B5:0 �5<��#. 
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!>AB02 ?@>D5AA8>=0;L=KE 107 40==KE 8 8=D>@<0F8>==KE A?@02>G=KE A8AB5< B0:65 

>?@545;O5BAO 2 @01>G8E ?@>3@0<<0E 48AF8?;8= (<>4C;59) 8 ?>4;568B >1=>2;5=8N (?@8 

=5>1E>48<>AB8). 
4.2.5 �1CG0NI85AO 87 G8A;0 8=20;84>2 8 ;8F A >3@0=8G5==K<8 2>7<>6=>ABO<8 74>@>2LO 

>15A?5G5=K M;5:B@>==K<8 >1@07>20B5;L=K<8 @5AC@A0<8 2 D>@<0E, 040?B8@>20==KE : 

>3@0=8G5=8O< 8E 74>@>2LO. 
 

4.4 "D95B64A<O > >48DB6O@ GE?B6<O@ D94?<;4J<< CDB7D4@@O @47<EFD4FGDO 

4.4.1  50;870F8O ?@>3@0<<K <038AB@0BC@K >15A?5G8205BAO ?5403>38G5A:8<8 @01>B=8:0<8 

�5<��#, 0 B0:65 ;8F0<8, ?@82;5:05<K<8 �5<��# : @50;870F88 ?@>3@0<<K <038AB@0BC@K =0 
8=KE CA;>28OE. 

4.4.2 �20;8D8:0F8O ?5403>38G5A:8E @01>B=8:>2 �5<��# >B25G05B :20;8D8:0F8>==K< 

B@51>20=8O<, C:070==K< 2 :20;8D8:0F8>==KE A?@02>G=8:0E 8 (8;8) ?@>D5AA8>=0;L=KE 

AB0=40@B0E (?@8 =0;8G88). 
4.4.3 �5 <5=55 70% G8A;5==>AB8 ?5403>38G5A:8E @01>B=8:>2 �5<��#, CG0AB2CNI8E 2 

@50;870F88 ?@>3@0<<K <038AB@0BC@K, 8 ;8F ?@82;5:05<KE �5<��# : @50;870F88 ?@>3@0<<K 

<038AB@0BC@K =0 8=KE CA;>28OE (8AE>4O 87 :>;8G5AB20 70<5I05<KE AB02>:, ?@82545==>3> : 

F5;>G8A;5==K< 7=0G5=8O<), 254CB =0CG=CN, CG51=>-<5B>48G5A:CN 8 (8;8) ?@0:B8G5A:CN @01>BC, 
A>>B25BAB2CNICN ?@>D8;N ?@5?>40205<>9 48AF8?;8=K (<>4C;O). 

4.4.4 �5 <5=55 5% G8A;5==>AB8 ?5403>38G5A:8E @01>B=8:>2 �5<��#, CG0AB2CNI8E 2 

@50;870F88 ?@>3@0<<K <038AB@0BC@K, 8 ;8F, ?@82;5:05<KE �5<��# : @50;870F88 ?@>3@0<<K 

<038AB@0BC@K =0 8=KE CA;>28OE (8AE>4O 87 :>;8G5AB20 70<5I05<KE AB02>:, ?@82545==>3> : 

F5;>G8A;5==K< 7=0G5=8O<), O2;ONBAO @C:>2>48B5;O<8 8 (8;8) @01>B=8:0<8 8=KE >@30=870F89, 
>ACI5AB2;ONI8<8 B@C4>2CN 45OB5;L=>ABL 2 ?@>D5AA8>=0;L=>9 AD5@5, A>>B25BAB2CNI59 

?@>D5AA8>=0;L=>9 45OB5;L=>AB8, : :>B>@>9 3>B>2OBAO 2K?CA:=8:8. 
4.4.5 �5 <5=55 60% G8A;5==>AB8 ?5403>38G5A:8E @01>B=8:>2 �5<��# 8 ;8F, 

?@82;5:05<KE : >1@07>20B5;L=>9 45OB5;L=>AB8 �5<��# =0 8=KE CA;>28OE (8AE>4O 87 
:>;8G5AB20 70<5I05<KE AB02>:, ?@82545==>3> : F5;>G8A;5==K< 7=0G5=8O<), 8<5NB CG5=CN 
AB5?5=L (2 B>< G8A;5 CG5=CN AB5?5=L, ?>;CG5==CN 2 8=>AB@0==>< 3>AC40@AB25 8 ?@87=0205<CN 
2  >AA89A:>9 $545@0F88) 8 (8;8) CG5=>5 720=85 (2 B>< G8A;5 CG5=>5 720=85, ?>;CG5==>5 2 
8=>AB@0==>< 3>AC40@AB25 8 ?@87=0205<>5 2  >AA89A:>9 $545@0F88). 

4.4.6. �1I55 @C:>2>4AB2> =0CG=K< A>45@60=85< ?@>3@0<<K <038AB@0BC@K 

>ACI5AB2;O5BAO =0CG=>–?5403>38G5A:8< @01>B=8:>< �5<��#, 8<5NI8< CG5=CN AB5?5=L (2 
B>< G8A;5 CG5=CN AB5?5=L, ?@8A2>5==CN 70 @C156>< 8 ?@87=0205<CN 2  >AA89A:>9 $545@0F88), 
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